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Bring Your Own Device Policy 
 
Aim 
 
The purpose of this Bring Your Own Device Policy is to provide a framework for students, staff and 
visitors to bring their own electronic communication devices (such as tablets, smartphones and 
handheld computers) into school and use them safely and appropriately on the Hayesfield Guest 
Wireless Network.  
 
The use of personal mobile devices for learning by students, staff and visitors gives rise to increased 
risk in terms of the security of school IT resources and communications systems and the protection of 
confidential information. When users access school systems using a device, the school are exposed 
to a number of risks, including the threat of malware (such as viruses, worms, spyware, Trojans or 
other threats that could be introduced into our systems via a device). This could result in damage to 
school systems. 

 
This Policy is intended to protect school systems while enabling students, staff and visitors to access 
our systems using an electronic communication device. This Policy sets out the circumstances in 
which the school may monitor use of school systems, access devices and retrieve, remove or destroy 
data on it and the action which the school will take in respect of breaches of this Policy. 
 
Anyone covered by this Policy may use a personal mobile device for learning purposes, provided that 
they agree to the terms of this Policy and the relevant Acceptable Use Policy contained within the e-
safety Policy. They will confirm that they agree to these conditions when they log into the guest 
network. 
 
Contents 
 
This Policy outlines protocols for Bring Your Own Device (BYOD) and accessing the Hayesfield Guest 
Network. This Policy covers all students on roll at Hayesfield Girls’ School and Mixed Sixth Form, staff 
employed at the School and visitors who have been given permission to access the Hayesfield Guest 
Network. 
 
Appendix One – Key Definitions within this Policy 
Appendix Two – Connecting Devices to the Guest Network 
Appendix Three – Responsibilities of the school and users and maintenance of Security 
Appendix Four – Appropriate Use of the Guest Network 
Appendix Five – Visitor Information Sheet 
Appendix Six – Helpsheet  - How to log into the Hayesfield Guest Network using a Windows device 
Appendix Seven – Helpsheet – How to log into the Hayesfield Guest Network using an IOS device 
 
 
Process 
 
This Policy should be read in conjunction with the Acceptable Use Policies for Students, staff and 
visitors which form part of the e-safety Policy. 
 
All users (staff, students or visitors) must agree to the contents of this BYOD Policy and the 
Acceptable use Policy. When they log into the BYOD network they will be provided with a summary 
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and a reminder that “By continuing you agree to the terms of the Hayesfield BYOD Policy and 
Acceptable Use Policy.” 
 
 
Responsibilities 
 
The Senior Leadership Team has overall responsibility for the effective operation of this Policy, and 
alongside the school governors shall be responsible for reviewing this Policy to ensure that it meets 
legal requirements and reflects best practice. 
 
The Assistant Headteacher (Achievement) has responsibility for ensuring that any person who may 
be involved with administration, monitoring, IT security or investigations carried out under this Policy 
receives regular and appropriate training to assist them with these duties. 
 
All staff and students at Hayesfield Girls’ School are responsible for the success of this Policy. Any 
misuse (or suspected misuse) of a device or breach of this Policy should be reported to the Assistant 
Headteacher (Achievement).    
 
Students and staff will use their system log in to access the Guest Network and it is their responsibility 
to ensure that they are the only users to access the network this way. If they allow other users to log 
in using their details their account will be disabled. 
 
Visitors will receive a temporary log in generated by the Administration Team. These log ins are for 
the use of the recipient only and will only last for the time they are on site. Any visitors who share their 
Network Log Ins with unauthorised users will have their account disabled. 
 
Students must comply with our Student Acceptable Use Policy, which is available on the school 
Website as part of the e-Safety Policy, when using their device to connect to school systems. Staff 
must comply with the Staff Acceptable Use Policy and Visitors must comply with the Visitor 
Acceptable Use Policy. 
 
Monitoring and Evaluation 
 
The implementation of this Policy will be monitored by the Senior Leadership Team and they will 
review this Policy at least every two years and assess its implementation and effectiveness. The 
Policy will be promoted and implemented throughout the School. 
 
 
 
Approved by:      Date:  
 
Review Date – June 2017 
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Appendix One – Key Definitions 
 
Audio, Photographs and Video – Students and visitors will not use their device to record audio or 
take photographs or video of other students or members of staff without their permission. Students 
and visitors will not transmit or upload such media without permission. 
 
Costs and Reimbursements - By agreeing to the terms and conditions of the BYOD Policy when 
users sign in to the system you acknowledge that you alone are responsible for all costs associated 
with the device and that you understand that your usage of the device in school may increase your 
data usage charges. 
 
Educational use – Devices will only be used for educational purposes to support learning whilst in 
school. It will be at the teacher’s discretion as to when these devices may be used by a student within 
school. Students will respect a teacher’s decision and turn off their device when requested to do so. 
 
Electronic Communication Device – such devices include laptops, netbooks and notebooks, iPads 
and tablets, Kindle and e-readers, iPod Touch, PDAs, smartphone and mobile phones and any other 
devices that allow electronic communication.  
 
Lost, stolen or damaged – All users who bring such devices into school do so entirely at their own 
risk, just like any other personal item. Hayesfield Girls’ School will not accept any responsibility for 
devices that are misplaced, lost, stolen or damaged. Many devices have a location finder app and it is 
recommended that this feature is enabled to aid tracking where ever possible. It is also recommended 
that such devices are fully insured by parents to cover loss and damage outside of the home. 
 
Security and Care - Users are responsible for the proper care and use of their own device. Students 
are responsible for the adequate security of their own device whilst in school, on any school trips or 
activities and travelling to and from school. It is recommended that students do not share or lend their 
device to other pupils. 
 
Technical Support - The school does not provide technical support for devices. Users are 
responsible for any repairs, maintenance or replacement costs and services. 
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Appendix Two – Connecting Devices to School Systems 
 
Connectivity of all devices is centrally managed by the Hayesfield ICT Support Team. The school has 
provided a Guest network which students and staff may log into whilst on the school site. They will 
need to log into the Guest network and use their Hayesfield log in credentials. Students and staff must 
not use any other student’s details to log into the BYOD system or share their log in details with any 
other person. If they do so then this will be regarded as a breach of the Policy. 
 
Visitors may also log into the Guest Network at the discretion of a representative of the School. They 
will be issued with a temporary log in. They must not use any other user log in details or share their 
log in details with any other person. If they do so then this will be regarded as a breach of the Policy. 

 
Some devices may not have the capability to connect to school systems. The school is not under any 
obligation to modify its systems or otherwise assist students, staff and visitors in connecting to those 
systems. 
 
By signing into the Guest network, all users accept that they will abide by the terms of this Policy and 
confirm their agreement (without further notice or permission) to such monitoring. They also agree 
that they use the device at their own risk and that the school will not be responsible for any losses, 
damages or liability arising out of its use, including any loss, corruption or misuse of any content or 
loss of access to or misuse of any device, its software or its functionality. 
  
Declaration and Agreement 
 
The following information will be displayed on log into the Hayesfield Guest Network. Users must click 
on the Agree button to continue to access the Guest Network. 
 
Hayesfield Girls’ School Guest Wireless Network 
I wish to use my personal mobile device for learning purposes at Hayesfield Girls’ School and Mixed 
Sixth Form and explicitly confirm my understanding and agreement to the following: 
 
I have read, understood and agree to all of the terms contained in the Bring Your Own Device Policy. I 
have read, understand and agree to all the terms contained in the Staff / Student / Visitor Acceptable 
Use Policy which is part of the e-safety Policy 
 
I understand that the terms of this Policy will apply to me at all times, during or outside school hours, 
when I am on the school site. 
 
I acknowledge and agree that authorised personnel of Hayesfield Girls’  School shall have the rights 
set out in this Policy, including but not limited to the right to access, monitor, review, record and wipe 
(as the case may be) data contained on my personal device (which I acknowledge may result in 
inadvertent access to or destruction of my personal data). 
 
I understand and agree that Hayesfield Girls’ School in its discretion may amend, or remove this 
Policy at any time and that I will be bound by the terms of the Policy as amended. 
 
 
Agree and Continue. 
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Appendix Three – Responsibilities and Security 
Students 
Students are responsible for good behaviour on the internet just as they are in a classroom or a 
school corridor.  General school expectations apply. 
 
The internet, primarily, is provided for students to conduct research and backup their work.  Access is 
a privilege, not a right and that access requires responsibility. 
 
Individual users of the internet are responsible for their behaviour and communications over the 
network.   
   
Students breaching the BYOD Policy  
If a student breaches the BYOD Policy or if a member of staff feels that they are likely to have 
breached this Policy then the student’s device will be confiscated and held in the school office. The 
student’s parent / carer will be contacted and they will need to come into school to collect the device. 
Subsequent breaches of this Policy by the same student will result in that student no longer permitted 
to bring in their own device and their log in account will be blocked. 
 
Staff 
Abuse of the internet may lead to disciplinary action being taken. 
 
The use of electronic communication and information retrieval is no more than the addition of another 
medium.  The same behavioural and professional standards are expected of employees as are the 
case with traditional written communications, the telephone and face to face meetings. 
 
Visitors 
Any visitor to the school who is granted access to the Hayesfield Guest Network is expected to 
ensure their activities remain lawful, appropriate and avoid creating unnecessary risk or harm to other 
individuals. Users of the network must not intentionally compromise information stored, create 
damage to computer systems or tarnish the reputation of Hayesfield Girls’ School.  
 
Hayesfield Girls’ School expects all users of the network to be responsible and use its facilities in 
accordance with the conditions outlined in this Policy.  
 
Use of personal computing devices by all Users: 

• Owners are responsible for personal devices and must keep them secure 
• Equipment should be clearly marked or labelled 
• It is the responsibility of owners to make backups of any work stored on these devices 
• Hayesfield Girls’ School is not responsible for the maintenance and servicing of these devices 
• Equipment should have up-to-date anti-virus software installed 
• No physical connections should be made to Hayesfield Girls’ School’s network without 

consent from the Network Administrator 
 
The School  
The school will maintain a secure Wireless network and will provide log in details for all authorised 
Users.  
 
ICT Support will ensure the network is running and provide support where the Network is not working 
correctly. 
 
The school reserves the right to refuse or remove permission for your device to connect with school 
systems. The ICT Support team will refuse or revoke such permission (and may take all steps 
reasonably necessary to do so) where in our reasonable opinion a device is being or could be used in 
a way that puts, or could put, the school, our students, our staff, our systems, or sensitive school data 
at risk or that may otherwise breach this Policy. 
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Breach of this Policy may lead to the school revoking student access to school systems, whether 
through a device or otherwise. It may also result in sanctions up to and including permanent 
exclusion. Students are required to co-operate with any investigation into suspected breach, which 
may involve providing us with access to the device and any relevant passwords and login details.  
 
Security Requirements 
 
Monitoring, intercepting, reviewing or erasing of content will only be carried out in order to: 
(a) prevent misuse of the device; 
(b) ensure compliance with our rules, standards of conduct and policies in force from time to time 
(including this Policy);  
(c) ensure compliance with our rules, standards of conduct and policies in force from time to time 
(including this Policy). 
 
The school reserves the right, without further notice or permission, to inspect student device and 
access data and applications on it, and remotely review, copy, disclose or wipe, enabling us to: 
 

(a) inspect the device for use of unauthorised applications or software; 
(b) investigate or resolve any security incident or unauthorised use of school systems; 

 
Users must co-operate with the school to enable such inspection, access and review, including 
providing any passwords or pin numbers necessary to access the device or relevant applications. A 
failure to co-operate with the school in this way may result in sanctions, up to and including 
permanent exclusion for students. 

 
If the school discovers or reasonably suspects that there has been a breach of this Policy, including 
any of the security requirements listed above, an individual’s access to school systems will be 
immediately removed. 

 
By signing into the Guest network on any device, you consent to the school, without further notice or 
permission, inspecting a device and applications used on it, and remotely reviewing, copying, 
disclosing, wiping or otherwise using data on or from a device that is in breach of this Policy. 
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Appendix Four – Appropriate Use of the Hayesfield Guest Network 
 
This Policy applies to students, staff and visitors who use a personal mobile device including any 
accompanying software or hardware (referred to as an electronic communication device in this Policy 
(see Appendix One – Definitions) for learning purposes. It applies to use of the device both during and 
outside school hours whilst on the school site. 
 
Devices will only access the internet through the Hayesfield Guest network. Users will adhere to the 
relevant Acceptable Use Policy whilst on the school site. In addition users will not access any 
inappropriate material that may or may not already be downloaded onto their device.  
 
Students 
Students will be given access to a portal (Utilize) that allows them to log into the school system as a 
student and access their files as well as selected applications. 
 
The following are not permitted within the school environment: 
 

1. Sending or displaying offensive messages or pictures. 
2. Using obscene language. 
3. Harassing, insulting or attacking others. 
4. Damaging computers, computer systems or computer networks. 
5. Violating copyright laws. 
6. Using others’ passwords or accounts. 
7. ‘Hacking’ into others folders, work or files for any reason. 
8. Intentionally wasting limited resources, including printer ink and paper 

 
Staff 
 
Acceptable Uses 
As a general principal, internet access is provided to employees to support work related activities.   
 
Unacceptable Uses 
The following uses will be regarded as not acceptable: 

• Illegal or malicious use, including downloading or transmitting of copyright material 
• Use for racial, sexual, homophobic or other harassment 
• Use of non-educational games 
• To access pornographic, obscene or illegal material 
• To solicit personal information with the intent of using such information to cause emotional or 

physical harm 
• To disrupt the work of other users.  This includes the propagation of computer viruses and use 

of the internet 
• To make unauthorised entry to any other internet resource 
• Use for personal or private business purposes 
• Entering into a commitment on behalf of the school (unless you have explicit permission to do 

this) 
• Making any posting that could bring the school into disrepute or cause damage to the school. 

 
 

Visitors 
 
As a general principal, internet access is provided to visitors to support activities related to their visit 
to the School.  
 
Unacceptable usage is covered under the student and staff section. 
 
Visitors must not distribute login details to third parties or providing network access to unauthorised 
users 
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Appendix Five – Visitor Information Sheet 
 
 
 
 
 
 
 
 

Hayesfield Girls’ School and Mixed Sixth Form 
 
Access to Hayesfield BYOD Guest Network 
 
The enclosed information explains how to access the Hayesfield BYOD Guest Wireless network. The 
network is a secure network that authorised users may access for educational purposes provided that 
they agree to the terms of the Bring Your Own Device Policy and the relevant Acceptable Use Policy 
contained within the e-safety Policy. They will confirm that they agree to these conditions when they 
log into the guest network. 
 
The Log In details are for your use only and they allow temporary access to the Hayesfield Guest 
Network for the duration of your visit to the School premises. 
 
Any visitor to the school who is granted access to the Hayesfield Guest Network is expected to 
ensure their activities remain lawful, appropriate and avoid creating unnecessary risk or harm to other 
individuals.  
 
Users of the network must not intentionally compromise information stored, create damage to 
computer systems or tarnish the reputation of Hayesfield Girls’ School.  
 
Visitors should not share their log in details with any other person.  
 
Log In Details 
 
Username: 
 
 
 

Password: 

 
Logging into the Guest Network 
 

- Connect to the wi-fi network HGS-BYOD 
- Log In using the credentials provided by the reception staff 
- You will directed to the Agreement Page – you must read and confirm you agree to abide by 

the terms and conditions outlined in the BYOD Policy and e- safety Policy 
- Once you have clicked your agreement you will be redirected to your homepage and can 

access the BYOD network. 
- Please inform Reception if you have any problems and would like help in logging onto the 

Guest Network. 
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Appendix Six - Logging into the BYOD Network using a Windows Device 
 
Connect to the wifi network HGS-BYOD.  

 
You may need to log in here.  Either use your school login credentials or the ones given to you by the 
reception staff. 
 
You should then be redirected to this page automatically. 

 
 
Please read this page carefully before logging in and using the BYOD network. If you agree with the 
terms, login with either your school credentials or the ones provided by the reception staff. 
Once this has been completed you will be redirected to your homepage and you can now use the 
HGS BYOD network. 
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If you have issues with viewing webpages or when you connect to BYOD  or you get a “page cannot 
be displayed” error please turn off your proxy. To do this open Internet options. 
 

 
 
Click connections tab. 

 
 
LAN Settings 

 
 
Untick box “Use a Proxy server for your LAN” 
Now connect to BYOD again and you should now see the webpage above. 
If you use a proxy server at your organisation or business you will need to re-enable the proxy once 
you have finished with the BYOD network at Hayesfield. 
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Appendix Seven – Logging into the BYOD Network using an IOS Device 
 
Open Settings, WIFI and connect to HGS-BYOD 

 

Once prompted login with your school login credentials or the credentials given to you by the reception staff. 

 

Accept the Certificate. 

 

Now you should see the BYOD login page. 

 

Use your school credentials or the credentials given to you to login. Once you have completed this you will be 
redirected to your homepage. 

 


