
 
E-Safety Policy  
 
Purpose: 
 
To outline the school’s approach to e-safety, as part of our commitment to safeguarding and to inform 
staff and students of the school’s policy on the acceptable use of technology. 

 
Content: 
 
This policy aims to support the school community in fully exploiting the power of technology (Appendix 
1).  The school is keen to ensure all learners enjoy accessing technology as part of a managed system, 
rather than a ‘locked down’ approach (Appendix 2).  The school will provide information, support and 
guidance for e-safety which enables students (Appendix 4) and staff (Appendix 5) to acquire the skills 
necessary to become independent, confident, safe and responsible users of new technology.  This 
information will include what to do in the event of an unwanted or unsafe incident (Appendix 6). 
 
This policy should be read alongside the following policies: 
 
Whole School Behaviour Policy 
Communications Policy 
Safeguarding Policy 
Anti-Bullying Policy 
 

Process: 
 
Governing Body: 
 
The governing body will discuss, review and endorse agreed strategies via the Behaviour and 
Attendance Group and the Headteacher’s annual report on the working of this policy. 
 
Headteacher: 
 
The Headteacher will: 
 

 discuss development of the strategies with the Senior Leadership Team 

 ensure appropriate training is available 

 ensure that the procedures are brought to the attention of all staff, parents and  
students 

 report annually to the governing body 
 
Staff Responsibility: 
 
The Assistant Headteacher (Inclusion) will: 
 

 establish an E-Safety Group 

 keep an overview of any incidents of mis-use, cyber-bullying or inappropriate incidents 



 maintain a log of such incidents and the outcome 

 arrange relevant staff training 
 
ICT Support will 

 Manage the internet filtering system and ensure inappropriate content is filtered 

 Ensuring passwords and personal information is kept as secure as possible 

 Supporting the school in investigating incidents 

 Managing any systems controls required 
 

 
 
All Staff are responsible for ensuring that they: 

 Have an up to date awareness of e-safety matters and of the current school e-safety 
policy and practices. 

 Have read, understood and signed the school Staff Acceptable Use Policy (AUP) 
(Appendix 5) 

 Report any suspected misuse or problem. 

 Embed e-safety awareness in their delivery of teaching and learning. 

 Support the delivery of e-safety events and information 

 
 
 
Monitoring and Evaluation: 
 
This policy will be monitored by the E-Safety Group in the first instance and by the Governing Body via the  
Governors  Behaviour and Attendance sub committee 

 
Approved by        Date    June 14 
 
Review date June 16 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Appendix 1: 
 
Procedure 
 
The growth of the internet and the development of mobile technology have created an exciting and 
stimulating world with great opportunities for exploration, learning and social interaction.  It should be 
acknowledged however, that the use of these new technologies can put people at risk, within and 
outside the school.  For example: 
 

 Access to illegal, harmful or inappropriate images or other content. 

 Unauthorised access to / loss of / sharing of personal information. 

 The risk of being subject to grooming by those with whom they make contact on the internet. 

 The sharing or distribution of personal images without an individual’s consent or knowledge. 

 Inappropriate communication / contact with others, including strangers. 

 Cyber-bullying. 

 Access to unsuitable video / internet games. 

 Illegal downloading of music or video files. 

 The potential for excessive use which may impact on the social and emotional development 
and well being of a young person. 

 
As with all other risks, it is impossible to eliminate those risks completely.  It is therefore essential, to 
assist students and staff in acquiring the skills to remain safe whilst accessing technology and not to 
deliberately or inadvertently expose their peers to such risks. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Appendix 2: 
 
E-safety policy for students  
 
Students will be required to be familiar with the Acceptable Use Policy (Guidelines for Internet Use In 
School) (Appendix 3). This should be explained through subject teachers, through Tutors and through 
Assemblies.  A copy of the signed AUP will be kept in students files. 
 
Dealing with incidents 
 
Students should report any worry or concern they have, regarding the internet, to their subject teacher, 
Tutor or a member of the Pastoral Team. 
 
Staff should contact ICT Support and inform their line manager.  If appropriate, the school’s disciplinary 
procedures will be invoked.  The Designated Safeguarding Lead – DSL should be informed if anyone’s 
safety or well being is considered to be at risk.  It may be necessary for the DSL to inform the police 
and/or the local safeguarding children board. 
 
Cyberbullying: 
 

 
This is an increasing area of concern nationally as students spend increasing amounts of time 
communicating through computers and Mobile phones.  The school, to such extent as is reasonable, 
has a responsibility to regulate the behaviour of students when they are off the school site and will 
impose disciplinary penalties for inappropriate behaviour.  This is pertinent to incidents of cyber-bullying 
or other e-safety incidents covered by this policy, which may take place out of school, but is linked to 
membership of and is ‘brought in’ to the school.  However, the school always advises parents to contact 
the police and the service provider if incidents of cyber-bullying take place. 

 
 
Cyberbullying is when one person or a group of people aim to threaten, tease or embarrass 
someone else by using a mobile phone, the internet or other technologies. 
 
Cyber bullying takes place through: 
 

- Sending e mails that can be threatening or upsetting 
- Sending abusive instant messenger and chatroom messages about a person directly to 

them or to other people.  
- Using social networking sites (eg; Bebo, Facebook) to set up false profiles of people to 

humiliate and abuse. 
- Sending humiliating and / or abusive text or video messages, as well as photo messages 

and phone calls. 
- Sharing photos and / or videos of a person without their informed consent and using those 

images to humiliate or abuse that person. 
 
Dealing with Cyber Bullying – advice for parents: 

 
Key points: 

- Report abuse to the providers of the service 
- Print out and / or keep any abusive messages or images 
- Involve the police if it is persistent and inform the school. 
- The school will always act if any students are involved in any form of bullying in school.  
- If bullying takes place outside of school then it is the parents’ responsibility to act in the first 

instance and if necessary involve the appropriate authorities.  
- The School will offer support and advice and take any reasonable action to ensure such 

incidents are not repeated and that it does not affect either party’s education. 



The Curriculum: 
 

 E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety 
messages in the use of ICT across the curriculum.   

 Key e-safety messages should be reinforced as part of a planned programme of tutorial 
activities. 

 In lessons where internet use is pre-planned, it is best practice that students should be guided to 
sites checked as suitable for their use and that processes are in place for dealing with any 
unsuitable material that is found in internet searches. 

 The school is part of the South West Grid for Learning and, as such, unsuitable sites are 
banned.  However, students have shown that it is possible to access unsuitable sites at times 
and this should be reported immediately to ICT Support  

 The school is implementing the school wide use of ‘Lan School’.  This software allows staff to 
monitor and control the access to the web and other online resources in real-time.  It gives you 
the tools to influence where the students may access as well as the ability to block sites.   

 Students should be taught to acknowledge the source of information used and to respect 
copyright when using material accessed on the internet. 

 
Use of digital and video images – Photographic, Video 
 

 The development of digital imaging technologies has created significant benefits to learning, 
allowing staff and students instant use of images that they have recorded themselves or 
downloaded from the internet.  However, staff and students need to be aware of the risks 
associated with sharing images and with posting digital images on the internet.  Those images 
may remain available on the internet forever and may cause harm or embarrassment to 
individuals in the short or longer term.  There are many reported incidents of employers carrying 
out internet searches for information about potential and existing employees. 

 When using digital images, staff should inform and educate students about the risks associated 
with the taking, use, sharing, publication and distribution of images.  In particular they should 
recognise the risks attached to publishing their own images on the internet eg on social 
networking sites. 

 Staff are permitted to take digital/video images to support educational aims, but must follow 
school policies concerning the sharing, distribution and publication of those images.  Those 
images should only be taken on school equipment; the personal equipment of staff should not be 
used for such purposes.  

 Care should be taken when taking digital/video images that students are appropriately dressed 
and are not participating in activities that might bring the individuals or the school into disrepute. 

 Staff and/or students must not take, use, share, publish or distribute images of others without 
their permission. 

 Photographs published on the website, or elsewhere that include students will be selected 
carefully and will comply with good practice guidance on the use of such images. 

 Students’ full names should not be used anywhere on a website or blog, particularly in 
association with photographs. 

 Parents or carers are asked to withdraw permission for photographs of students are published 
on the school website or any other promotional material, if they are not happy for this to happen. 

 

 
 
 
 
 
 
 
 



Appendix 3: 

 
 

Student Guidelines for Internet Use In School 
 
General 
 
Students are responsible for good behaviour on the internet just as they are in a classroom or a 
school corridor.  General school expectations apply. 
 
The internet, primarily, is provided for students to conduct research and backup their work.  Access 
is a privilege, not a right and that access requires responsibility. 
 
Individual users of the internet are responsible for their behaviour and communications over the 
network.  Users must comply with school standards and honour the agreements they have signed. 
 
Computer storage areas (including any external storage media you bring to school) will be treated 
like school lockers.  Staff review files and communications to ensure that users are using the 
system responsibly.  Users should not expect that files stored on servers or storage media are 
always private. 
   
During school, teachers will guide students towards appropriate materials.  Outside of school, 
families bear responsibility for such guidance as they must also exercise with information sources 
such as television, telephones, movies, radio and other potentially offensive media. 
 
The following are not permitted within the school environment: 
 

1. Sending or displaying offensive messages or pictures. 
2. Using obscene language. 
3. Harassing, insulting or attacking others. 
4. Damaging computers, computer systems or computer networks. 
5. Violating copyright laws. 
6. Using others’ passwords or accounts. 
7. ‘Hacking’ into others folders, work or files for any reason. 
8. Intentionally wasting limited resources, including printer ink and paper 

 
Sanctions 
 

1. Violations of the above rules will result in a temporary or permanent ban on 
internet/computer use. 

2. Your parents/carers will be informed. 
3. Additional disciplinary action may be added in line with existing practice on inappropriate 

language or behaviour. 
4. When applicable, police or local authorities may be involved. 
5. If necessary, external agencies such as Social Networking or Email Member sites may be 

contacted and informed. 
  

Students 
 

 You must have a supervising teacher or member of staff with you at all times when using 
the internet. 

 Do not disclose any password or login name to anyone, other than the persons responsible 
for running and maintaining the system. 

 Do not upload/send personal addresses, telephone/fax numbers or photographs of anyone 
(staff or student) at the school. 



 Use of names of students or photographs of students will require parents to have been 
informed about such use. 

 Do not download, use or upload any material which is copyright.  Always seek permission 
from the owner, before using any material from the internet.  If in doubt, do not use the 
material. 

 Under no circumstances should you view, upload or download any material which is likely 
to be unsuitable for children.  This applies to any material of a violent dangerous or 
inappropriate context.  If you are unsure ask a member of staff. 

 Do not access Social Networking sites in the school day and ensure that you do not make 
any inappropriate posts on these sites at any times.  This includes making inappropriate 
posts about individuals or any post that would bring the school into disrepute. 

 Always respect the privacy of files of other users. 

 Be polite and appreciate that other users might have different views than your own.  The 
use of strong language, swearing or aggressive behaviour is not allowed.  Do not state 
anything which could be interpreted as libel. 

 Ensure that you have followed the correct procedures for using the internet. 

 Report any incident which breaches these rules to the Assistant Headteacher, Pastoral 
(Mrs Beasley) 

 
………………………………………………………………………………………………….. 
 
 
I have read and agree to abide by the rules stated in the ICT Acceptable Use Policy.  I understand 
the consequences if I do not. 
 
Name:  …………………………….………….……… Form:  …………………………… 
 
 
Signed:  ………………………………………………. Date:  ……………………………...   

 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Appendix 4: 

 
Communication: 
 
When using communication technologies the school considers the following as good practice: 
 

 All staff have read, signed and adhere to the Acceptable Use Policy – Staff (Appendix 5).  A 
signed copy of this will be kept in staff files 

 The official school email service may be regarded as safe and secure and is monitored.  Staff 
and students should therefore use only the school email service to communicate with others 
when in school or for school purposes.  Users need to be aware that email communications may 
be monitored. 

 Users must immediately report, to the DSL (LAB) in accordance with the school policy, the 
receipt of any email that makes them feel uncomfortable, is offensive, threatening or bullying in 
nature and must not respond to any such email. 

 Any digital communication between staff and students or parents/carers must be professional in 
tone and content. A copy of any such communication should be kept. Personal addresses, 
mobiles etc must not be used for these communications. 

 Personal information should not be posted on the school website and only official email 
addresses should be used to identify members of staff. 

 Breach of this guidance may result in disciplinary action. 
 
 



Appendix 5: 
 
ICT Acceptable Use Policy - Staff 
 
1. Introduction 

As use of the internet by employees becomes more widespread, for the protection of the 
school, the students and the employees it is necessary to set out some guidelines for internet 
use.  Employees should read these guidelines carefully.  Abuse of the internet may lead to 
disciplinary action being taken. 
 
The use of electronic communication and information retrieval is no more than the addition of 
another medium.  The same behavioural and professional standards are expected of 
employees as are the case with traditional written communications, the telephone and face to 
face meetings. 
 
The internet as a resource is constantly changing.  These guidelines will be updated in the 
light of experience and developments of the internet itself. 

 
2. Acceptable Uses 

As a general principal, internet access is provided to employees to support work related 
activities.  The following list is not intended to be a definitive list, but sets out broad areas of 
use that the school considers to be acceptable of the internet: 

 

 To provide communication within the school via email or the school website. 

 To provide communication with other schools and organisations for educational purposes. 

 To distribute electronic copies of the weekly bulletin. 

 To distribute details regarding school meetings. 

 Any other use that directly supports work related functions. 
 
3. Unacceptable Uses 

The following uses will be regarded as not acceptable: 

 Illegal or malicious use, including downloading or transmitting of copyright material. 

 Use for racial, sexual, homophobic or other harassment. 

 Use of non-educational games. 

 To access pornographic, obscene or illegal material. 

 To solicit personal information with the intent of using such information to cause emotional 
or physical harm. 

 To disrupt the work of other users.  This includes the propagation of computer viruses and 
use of the internet. 

 To make unauthorised entry to any other internet resource. 

 Use for personal or private business purposes. 

 Entering into a commitment on behalf of the school (unless you have explicit permission to 
do this). 

 Including any student, friend or family of that student as a contact on any Social Network 
Site. 

 Making any posting that could bring the school into disrepute or cause damage to the 
school. 
 
 
 

 
 

 
 



 
E-safety – The Top Ten Don’ts 
(To protect yourself, your learners and the School) 
 
DO NOT: 

 Let anyone else know your login password. 

 Use your personal hand held/external devices eg. mobile phones, cameras, USB devices 
for school purposes unless you have permission. 

 Use your personal mobile phone to contact the students or their families.   

 Bypass any filtering or security systems on school equipment, unless using the Staff Proxy. 

 Use your school e-mail account or school equipment to access online gaming, gambling or 
internet shopping. 

 Upload or access any illegal material or material that may cause harm or distress to others. 

 Allow yourself to become ‘a friend’ of any student attending the school or of any friend or 
relative of students who may then add your details to their addresses on any Social 
Networking Site.   

 Allow any images or details of yourself to be used on Social networking Sites that may 
cause you embarrassment in the professional setting of the school 

 Engage in any form of e-communication that would not fit in the professional school 
environment, bring the school into disrepute or damage the school brand. 

 Let any incidents of cyber bullying or unprofessional conduct go unreported. 
 
NB This list is not exhaustive, neither is it listed in order of priority.   

 
4. Netiquette 

The following general principles should be adopted: 

 Be polite.  Do not be abusive in messages to others. 

 Use appropriate language.  Remember that you are a representative of the school and that 
you are using a non-private network. 

 Do not disrupt the use of the internet by other users: eg. downloading large files during 
lesson times and other high volume activities. 

 
5. Email 

 Whenever email is sent, the sender’s name, job title, email address, disclaimer and the 
school’s name must be included. 

 Every user is responsible for all mail originating from their user ID (email address). 

 Forgery or attempted forgery of electronic mail is prohibited. 

 Attempts to read, delete, copy or modify the email of other users are prohibited. 

 Attempts to send junk mail and chain letters are prohibited. 

 If you receive email from outside the school that you consider to be offensive or harassing, 
speak to Assistant Headteacher, Personnel (Catherine Trueman) or Assistant Headteacher, 
Pastoral (Lorraine Beasley) 

 Staff should not access their emails from the classroom during lesson time, unless to make 
contact with others in an emergency or to retrieve teaching materials 

 You should be aware that, in the event of the school being involved in legal proceedings, 
any relevant emails (including internal email) may have to be disclosed, on the same basis 
as is the case for written documents. 

 You should be aware that the school can access your emails and may do so. 
 
Mindful of the heavy email load that we receive and the nature of our school, Hayesfield Girls’ 
School has developed a more detailed email protocol specific to the school.  All staff should: 
 

 Make your message brief and to the point 
 Start every email with a greeting and use an appropriate salutation 
 Spell check your message before sending  



 Reread your email before sending to make sure that it is not emotionally charged or 
impolite 

 Not send blanket copies of emails to others – it is not necessary to copy multiple colleagues 
into emails.  This should never be done when it is likely to cause embarrassment or 
discomfort.  Any questioning of,  or comments on the decisions made or actions taken by 
colleagues should be dealt with face to face and not through email 

 Respond to emails, even if just an acknowledgement,  within 24 hours of receipt during the 
working week 

 Delete emails trails before forwarding the final communication, particularly to addresses 
outside of Hayesfield 

 Only ask for an “All Staff” or “All Teaching Staff” email to be sent in the case of 
emergencies or for safeguarding issues.  This facility should not be used to check room 
availability, book equipment, lost and found or any other personal announcement 

 
6. Disciplinary Action  

Disciplinary action may be taken against employees who contravene these guidelines, in 
accordance with the school’s disciplinary procedures. 

 
7. Advice 

If you require any advice on the use of these guidelines, please contact the Assistant 
Headteacher, Personnel (Catherine Trueman). 

 
………………………………………………………………………………………………….. 
 
I have read and agree to abide by the rules stated in the ICT Acceptable Use Policy.  I understand 
the consequences if I do not. 
 
Name:  …………………………….………….……… Job Title:  ………………………… 
 
 
Signed:  ………………………………………………. Date:  ……………………………... 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
Appendix 6: 
 
Safety and security of school ICT systems 
 

 All users will have clearly defined access rights to school ICT systems.  Details of the 
access rights available to groups of users will be recorded by the ICT Manager and will be 
reviewed, at least annually. 

 All users will be provided with a username and password by ICT Support  who will keep an 
up to date record of users and their usernames.  Students will be required to periodically change 
their password.  Passwords will be reset at the beginning of each academic year. 

 Users will be made responsible for the security of their usernames and password and must not 
allow other users to access the systems using their log on details and must immediately report 
any suspicion or evidence that there has been a breach of security. 

 The school enforces user-level internet filtering through the use of the SWGFL 

 Any filtering issues should be reported immediately to ICT Support. 

 Requests from staff for sites to be removed from the filtered list will be considered by ICT 
Support.   

 If the request is agreed, this action will be recorded and logs of such actions shall be reviewed 
regularly. 

 School ICT Support staff regularly monitor and record activity of users on the school ICT 
systems and users are made aware of this in the Acceptable Use Policy. 

 Any incident where a student feels unsafe on the Internet should be reported to the class teacher 
in the first place.  Pastoral Support Managers and the Head of Faculty should also be informed, 
as should the DSL. 

 
 
Training 
 

 It is essential that all staff receive e-safety training and understand their responsibilities. 

 Managers must ensure that their staff fully understand the school e-safety policy and Acceptable 
Use Policies. 

 Training will be provided as part of induction, through safeguarding updating sessions and via 
briefings  

 The DSL and ICT Support will additionally provide advice/guidance/training as required to 
individuals. 

 Governors should take part in e-safety training/awareness sessions, with particular importance 
for those who are members of any subcommittee involved in ICT/health and safety/safeguarding. 

 Parents/carers should be provided with information about the school’s e-safety policy and how to 
help keep young people and vulnerable adults safe when using ICT at home. 

 


